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Abstract—Data-driven artificial intelligence technologies have
emerged as increasingly fascinating tools for assessing power sys-
tem security. However, their inherent mechanism of inexplicabil-
ity and unreliability now limits their scalability in power systems.
To address this problem, this paper proposes a neural network
design method empowered by physical mechanisms for power sys-
tem security assessment. It incorporates geometric characteristics
of dynamic security regions into the network training process and
constructs connections between network structure and system’s
unstable mode, which can perform security assessment with a
neural network efficiently while ensuring physical plausibility.
Furthermore, a credibility evaluation mechanism is established
to ensure credibility of neural network predictions and reduce
misclassifications. Finally, effectiveness of the proposed method is
verified on test systems. Methods and considerations in building
a neural network with interpretable structures and credible
predictions can provide a reference for machine intelligence
applied in other industrial systems.

Index Terms—Credibility index, machine intelligence, neural
network structure, physical properties, power system, security
assessment.

I. INTRODUCTION

IN recent years, data-driven artificial intelligence (AI) tech-
nologies have achieved astonishing results in science and

engineering with large amounts of data [1]. For a physically
embodied system (such as industrial systems), it is not feasible
to rely only on data-driven intelligence technologies, and
additional prior knowledge of physical mechanisms is required
to improve adaptability and reliability of intelligence technolo-
gies [2]. However, this lag is somewhat obvious in comparison
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to application of AI technologies, especially popular neural
networks.

In the field of power systems, various neural networks,
such as DNN [3], CNN [4], GNN [5], and LSTM [6],
have been used for security assessment, which demonstrates
better performance than conventional methods in computing
efficiency and accuracy within proximity of training data.
However, most studies focus on how to improve efficiency and
performance of the neural network model from complex/new
structures [3]–[6] and data sets [7]–[9] aspects, while few
consider the incorporation of physics-prior [10]. Almost all
such neural networks are developed based on experience of
training and errors, and new kinds of neural networks are
still proposed every year. Recently, extensive random search
techniques have been used to search for more effective neural
network structures [11]–[13]. Despite obvious advances, the
structure design of networks still lacks rigorous theoretical
basis. As a result, networks are usually designed and trained
heuristically and then used as “black box” models, and now,
application in power systems is increasingly limited.

In addition, for power system security assessment, model
errors may lead to huge economic losses and even social
unrest. Accordingly, neural networks in power systems require
not only higher interpretability of model structure but also
credibility of their prediction [14]. To achieve this goal,
several issues need to be addressed: for a given security
assessment task, what kind of neural networks needs to be
designed? How much width and depth does the network need?
What is the relationship between network structure and the
physical mechanisms of security assessment? How to improve
credibility of the neural network predictions?

Implementing complex models and large data sets is not suf-
ficient to solve the above problems. Thus, proposals to realize a
neural network by physics-prior have appeared [15], [16]. The
first-principle-based constructive networks performed well at
robot tracking control [15] and modeling for fluid flows [16].
These inspiring proposals nonetheless are difficult to apply
directly in power systems due to the specialized nature of
physical knowledge. Fortunately, Dynamic Security Region
(DSR) methods [17]–[19] play an important role in power
system security assessment while ensuring rigorous theoretical
justification. Its physical properties should be highly correlated
with the data-driven model and can be integrated into neural
network design. With this consideration, we propose a neural
network design method empowered by the physical properties
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of DSR for power system security assessment. It incorporates
the geometric characteristics of DSR into the neural network
training process and constructs connections between network
structure and unstable mode of power systems. Furthermore,
a Credibility Index (CI) is established to ensure credibility
of neural network predictions and reduce misclassifications.
Incorporating the physical properties of DSR, CI inevitably
ensures credibility of predictions. The proposed method per-
forms very well at security assessment with a neural network
efficiently while ensuring physical plausibility.

In the rest of the paper, design principles of neural network
structures are proposed in Section II, and the CI for network
predictions is constructed in Section III. In Section IV, physical
significance of design principles and CI is illustrated using
theoretical derivation of the DSR, and the proposed method
is verified in Section V. Finally, a summary is provided in
Section VI.

II. DESIGN PRINCIPLES OF NEURAL NETWORK
STRUCTURES BASED ON PHYSICAL PROPERTIES OF DSR

A. Overview of DSR

Region-based security analysis methods play an important
role in power system analysis, where the DSR determines a
set of operating points that can ensure transient angle stability
of the studied power system. The DSR is usually defined in
power injection space [17]. It can be described as:{

Ωd(T0, T1, F ){xβ |xτ (xβ) ∈ S(xβ)}
xβ(P1, P2, · · · , Pn)T

(1)

where T0 and T1 are grid structures before and after a fault,
respectively, F is fault set of interest, xβ is operating point
described by a vector of power injections, xτ (xβ) is state of
the power system after a fault, S(xβ) is stability region of the
post-fault power system, Pk is injected active power on bus k.

Both xτ (xβ) and S(xβ) are determined by xβ . For a given
fault set F , each operating point xβ corresponds to a transient
stability region S(xβ). If xτ (xβ) is within S(xβ), it means xβ
is a security operating point, i.e., xβ is within Ωd. Otherwise,
xβ is an unsafe operating point, i.e., xβ is outside Ωd.

Equation (1) is given by rigorous theoretical derivation
of physical models, and obtaining a visible representation
of DSR for security assessment. Instead, data-driven neural
networks are trained with large amounts of data to get general
rules for security assessment. These rules can be regarded
as an invisible representation of DSR. Therefore, there is an
intrinsic connection between the physical-driven method and
data-driven method. Neural network design can be empowered
by the physical properties of DSR. The relationship described
above is shown in Fig. 1.

B. A Mathematical Description of Network Classification

Mathematically, neural networks can achieve arbitrary clas-
sifications. Clarifying the classification process of networks
can facilitate design of an interpretable model based on
physical properties of DSR in power systems. This paper
takes a simple two-dimensional classification (as shown in
Fig. 2(b)) as an example to illustrate the classification process
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Fig. 1. Intrinsic correlation between physical-driven method and data-driven
method.
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Fig. 2. Schematic diagram of network classification. (a) Schematic diagram
of the network structure to realize the classification of (b). (b) A classification
with two surfaces. (c) Schematic diagram of the network structure to realize
the classification shown in (d). (d) A classification with six surfaces and two
subsets.

of neural networks. Network structure can be designed as
shown in Fig. 2(a), where ϕ is an activation function, w and
b are weights and biases, respectively. The first layer can be
described as:(

y1
1
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1

)
= ϕ
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If ϕ is a step function, a set of decision boundaries can
be determined by w1 ·x+ b1. Weight vectors (w11

1 , w12
1 ) and

(w21
1 , w22

1 ) correspond to boundary normal vectors, i.e., normal
vectors of l1 and l2 in Fig. 2(b). To determine the shaded
region in Fig. 2(b), just the intersection of the sub-regions
enclosed by l1 and l2 needs to be taken. That is, the role of
the second layer in Fig. 2(a) is for intersection operation. For
convenience, the first layer determining decision boundaries
is called the Fitting Layer (FL), the second layer performing
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Boolean operations is called the Boolean Layer (BL), and each
neuron in the FL is called a Channel.

To achieve a more complex classification, we can add more
FL channels and BLs, as shown in Fig. 2(c) and (d). For
classification, the top three neurons of the FL are employed
to determine three surfaces of subset S1, and the bottom three
neurons to determine three surfaces of S2. The first BL is
employed to determine subsets S1 and S2, respectively, and
the second BL to take the union of subsets S1 and S2.

Based on the above analysis, the constructing process of a
classification neural network can be divided into two parts:
1) constructing the FL to describe the decision boundary; 2)
and constructing the BL to perform Boolean operations on
the decision boundary determined by the FL. For a specific
classification task in physically embodied systems, we can
construct an interpretable neural network according to specific
physical properties.

C. DSR Boundaries and Determination of FL

For a given fault set, if all machines in an unstable system
are equivalently divided into two clusters: stable machine
cluster and unstable machine cluster, the DSR boundary can
be described as:

Pemax =
1

MT

[
MA, · · · ,MA︸ ︷︷ ︸

#{B}

,−MB , · · · ,−MB︸ ︷︷ ︸
#{A}

]
· · · ·

[Pei,Pej ]
T (i ∈ B, j ∈ A)

= K · P∂Ω (3)

where #{A} and #{B} are number of generators in stable
machine cluster A and unstable machine cluster B, respec-
tively, Pei and Pej are electromagnetic power of generators
in stable and unstable clusters, and they are #{B} and #{A}
dimensional vectors, respectively, MB , MA, and MT are iner-
tia constants of stable cluster B, unstable machine cluster A,
and all machines in the system, respectively: MB = Σi∈BMi,
MA = Σj∈AMj , MT = MA + MB , Pemax is upper limit
of equivalent power to ensure transient stability, K is normal
vector of the DSR boundary, P∂Ω is operating point on the
DSR boundary.

Equation (3) indicates the DSR boundary consists of a
set of hyperplanes with different unstable modes. According
to the classification process of neural networks (i.e., (2)),
the FL channels need to fit the hyperplanes one by one.
The so-constructed neural network can be decoupled by the
unstable mode and gives a specific physical meaning to one/all
modules. If we want to study all unstable models of two-cluster
types, theoretically, the minimum number of FL channels that
can describe every unstable mode is C1

N +C2
N + · · ·+CN−1

N ,
where N is total number of generators in the studied power
system, and C is the combinatorial number. In real systems,
there is no corresponding boundary for some unstable modes,
or such boundary is substituted by a more strict one. Thus, only
hyperplanes of interest need to be modeled for FL channels. In
this paper, unstable mode of power systems can be determined
based on the simulation curve when preparing the training set,
which provides a reference for interested hyperplanes.

D. Determination of BL

Generally, the DSR must satisfy all security constraints. As
shown in Fig. 3(a), the DSR is intersection of all security
sub-regions determined by surfaces l1, l2, l3, and l4. In the
Karnaugh map, the DSR is the blue area shown in Fig. 3(b)
(where 0 represents safety, 1 represents unsafety). In this case,
the BL needs only one Boolean operation (OR operation)
on the results of FL to determine final DSR. Interestingly,
since the function of the BL is pre-determined, parameters
w2 and b2 of the BL can be determined directly without the
backpropagation algorithm to adjust. For example, if activation
functions of the FL are step functions (similarly, 0 represents
safety, 1 represents unsafety), and final outputs of BL, y < Th

and y > Th (Th is threshold of final classification), represent
safety and unsafety, respectively, w2 and b2 can be directly
determined as: 

w2 = (1, 1, · · · , 1)︸ ︷︷ ︸
Nc

T

b2 ∈ (Th − 1Th)

(4)

where Nc is channel number of the FL. In practice, the step
function is not used as activation functions, generally. If ReLU
function is adopted and w2 is set using (4), b2 will be close
to zero, which can still represent OR operation.
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Fig. 3. Schematic of SR and Karnaugh map. (a) Schematic of SR with four
surfaces l1, l2, l3, and l4, where the arrow side is safe. (b) Karnaugh map
of (a), where 0 represents safety, and 1 represents unsafety.

When considering control measures of power systems (e.g.,
power-transfer schemes), convexity of the security region may
change. As shown in Fig. 3, if a control measure is adopted
to release restriction on l4, the security region extends to the
blue and yellow areas in Fig. 3(a). In this case, the security
region is still a convex set and the area in the Karnaugh
map can be enclosed by one loop E1. That is, the security
region can still be determined by one BL. If two control
measures are adopted in a power system, and another control
measure functions to release restriction on l2, the security
region extends to the union of blue, yellow, and red areas,
and the corresponding area in the Karnaugh map is enclosed
by E1 and E2 in Fig. 3(b) and cannot be further simplified. In
this case, the BL needs two layers, where the function of the
first layer is an OR operation and the second layer is an AND
operation. Parameters of the second layer w3 and b3 can be
determined as:

w3 = (1, 1, · · · , 1)︸ ︷︷ ︸
Na

T

b3 ∈ (Th −Na, Th + 1−Na)

(5)
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where Na is number of subsets determined by OR operation
layer, and in Fig. 2(c), Na = 2.

In summary, if the security region is convex, the BL of
the network needs at least one layer; if control measures are
considered, especially multiple control measures are adopted,
the security region may be changed to a concave region and
the BL needs at least two layers. As DSR of transmission grids
is considered generally a region of absolute safety requiring no
control measures, only weights of BL from (4) is considered
in this paper.

E. Construction of Loss Function

Loss function of networks is another important factor to
improve training efficiency. Generally, loss function is de-
termined by the difference between sample label ylabel and
network prediction ypred [20]. For fitting or classification
tasks, loss function usually adopts mean square error or cross-
entropy loss, respectively:

loss =


∑

(ypred − ylabel)
2

−
∑

(ylabel log ypred + (1− ylabel) log(1− ypred))

(6)

DSR describes a set of operating points [17] while includ-
ing both information of each operating point and geometric
characteristic. Nevertheless, construction of the loss function
in (6) is based only on information of operating points, which
can hardly reflect geometric characteristics of DSR.

In (3), K is normal vector of the DSR boundary and can
be directly determined by the unstable mode and generator’s
inertia constant. If a network is built according to principles
of Sections II.B–II.D, weights of lth FL channel wl describe
the normal vector of learned decision boundary. Thus, wl and
K should be collinear. Based on (6), improved loss function
considering the DSR geometric characteristics is:

lossimp = loss− (κ log n/n)
∑
l

|wl ·K| (7)

where the 2nd term is Geometric Loss (GL) related to weights
of lth FL channel and normal vector of DSR boundaries.
|wl ·K| obtains maximum value when wl is parallel to K.
To obtain optimal value of lossimp along the direction of
gradient descent, a negative sign is added in front of |wl ·K|,
which is meant to make wl and K as parallel as possible.
κ log n/n is coefficient of the GL, where n is number of
training samples. It should be noted that if n is large enough
to fit the DSR boundary exactly, there is no need to consider
the role of the GL. At this point, (7) is simplified to (6) with

lim
n→+∞

κ log n/n→ 0.
Although the DSR is described in vector space spanned

by xβ , more input features other than xβ can be input to
networks. Function of FL can be reformed as:

y = ϕ((wβ ,wα) · (xβ ,xα)T + (bβ , bα)) (8)

where xα is features of the power system other than xβ . When
constructing lossimp, only the relationship between wβ and K
needs to be considered, that is, wl is replaced by wβ in (7).

III. CREDIBILITY INDEX OF NEURAL NETWORK
PREDICTIONS

In application, network prediction can only answer “yes”
or “no”, and cannot provide a “good” or “bad” credibility
measure for predictions. If an unsafe operating point is hidden
in the learned DSR, it may affect stability of the whole power
system. Therefore, setting a CI for network predictions can
overcome the above problems [21].

A. Credibility Index of Predictions

1) Probability Factor

In general, samples with the same classification label are
similar, so distance between them will be relatively small. In
this paper, the probability factor is established using k-nearest
neighbors’ algorithm. In the neighborhood of a test sample Xp,
proportions of samples with different classes are calculated to
assess credibility. Before any details, we need to clarify the
following two concepts:

1) k-order neighborhood Θk(p) of Xp: Θk(p) contains at
least k samples in the neighborhood of Xp.

2) k-order nearest neighbor distance Dk(p) of Xp: radius
of Θk(p). When Euclidean Distance is adopted, Dk(p) is
calculated as:

Dk(p) = max
q∈Θ(p)

(D(p, q)) = max
q∈Θ(p)

√√√√ m∑
i=1

(xpi − xqi)2


s.t.

{
#{D(p, q) ≤ Dk(p)} ≥ k
#{D(p, q) < Dk(p)} ≤ k − 1

(9)

where xpi and xqi are the ith feature of Xp and Xq , respec-
tively, D(p, q) is Euclidean Distance between Xp and Xq .

Calculation of Dk(p) must ensure that: 1) at least k samples
in the neighborhood Θk(p) holds that D(p, q) ≤ Dk(p), 2) and
at most k − 1 samples Xp in Θk(p) holds that D(p, q) <
Dk(p). An example of Θ5(p) is shown in Fig. 4.

p

q3

q4

q1q2

q5

Θ5(p)

Dk(p) = D(p,q)

Fig. 4. The 5-order neighborhood of Xp.

According to the algorithmic randomness theory [22] and
the classification label, probability factor ηk is calculated as:

ηk = #{S0 ∩Θk(p)}/#{Θk(p)} × 100% (10)

where S0 is the set with a safety label. It is noticed the
denominator of (10) cannot be directly replaced by k since
there are at least k points in Θk(p), i.e., #{Θk(p)} ≥ k.
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2) Density Factor
In practice, samples are vulnerable to environmental con-

tamination and attacks. It is impossible to distinguish samples
with abnormal distribution, such as outlier points, with ηk only.
Therefore, this sub-section proposes a density factor based on
local relative density to overcome this limitation. First, the
following concepts need to be defined:

a) Reachability distance: k-order reachability distance from
Xp to Xo is the maximum of Dk(p) and D(p, o) : RDk(p, o)
= max{Dk(o), D(p, o)}. Refer to Appendix A for advantages
of using reachability distances.

b) Local reachability density: k-order local reachability
density of Xp is the reciprocal of the mean of RDk(p, o)
in Θk(p), i.e.: LDk(p) = #{Θk(p)}/Σo∈Θk(p)RDk(p, o).

c) Local relative density: k-order local relative density of
Xp is the ratio of LDk(p) to the mean of LDk(o) in Θk(p),
i.e.: LRDk(p) = LDk(p) ·#{Θk(p)}/Σo∈Θk(p)LDk(o).

The meaning of LRD is: 1) LRDk(p) ≈ 1 indicates
local density of Xp is similar to neighbors in Θk(p); 2)
LRDk(p) < 1 indicates Xp is in a relatively sparse area;
3) and LRDk(p) > 1 indicates Xp is in a relatively dense
region.
3) Credibility Index α

According to (10) and LRD, the k-order CI of Xp can be
described as:

αk = LRDkηk (11)

which is used to evaluate credibility of network predictions.
Here, ηk and LRDk can be interpreted as follows:

a) A larger value of ηk indicates there are more samples
with safety labels in Θk(p), giving us more reason to believe
the label of Xp is also safe;

b) A larger value of LRDk indicates sample density in
Θk(p) is higher, i.e., neighbors of Θk(p) are closer to Xp,
making the calculated value of ηk more trustworthy.

In this paper, LRDk(p) > 0.8 means density around Xp

is acceptable. Thus, value of LRDk(p) is set to 1 in case of
LRDk(p) > 0.8, to ensure value of αk will not be greater
than 1.

The above analysis explains how the CI is constructed from
a mathematical view, and inherently also has a clear physical
meaning. Detailed physical meaning is presented in Section IV
combined with DSR.

B. Credibility Evaluation Mechanism Incorporating Transduc-
tive and Inductive Methods

Although the transductive method derived CI can be used
to predict classification of new test samples, it will fail once
test samples are outside the range of the initial training set,
such as shown in Fig. 6(a). In contrast, the neural network
introduced in Section II, essentially an inductive learning
method, can reason from observed training samples to general
rules, which are then applied to test samples. Thus, network
(inductive method) can be used to learn general rules from the
initial training set, and then combined with calculation of CI
(transductive method) to give a final prediction. Advantages
of incorporating transductive and inductive methods include:

1) obtained CI is based on a different mathematical method
from neural networks, which confirms independence of CI
calculation; 2) and process of transductive method is trans-
parent and outcome is interpretable. The proposed credibility
evaluation mechanism in this paper is shown in Fig. 5.

Workflow as shown in Fig. 5 consists of four steps and is
explained in Table I. First, the meaning of Step 2 needs to be
explained specifically.

1) Expansion of TS0: to calculate the CI of a test sample
using (11), there must be other reference samples surrounding
the test sample. If test sample is located within TS0, the CI can
be calculated directly. But (11) will fail when the test sample
is located outside TS0, such as the blue area in Fig. 6(a). Thus,
the trained network in Step 1 is used as a label generator for
the new sample region with similar distribution and density as
TS0. Expanded sample set is shown as TS1 in Fig. 6(b).

2) Correction of TS0: if sample labels in TS0 are tampered
with, as the error sample in Fig. 6(a), it will significantly affect
probability factor calculation of (10). Nevertheless, the trained
network in Step 1 can be used to identify and correct error
samples [23]. First, the trained network is used to obtain TS′0
by label correction of TS0, and then CL is calculated in TS′0.
The correction approach is well adapted for dirty samples with
low quality.
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Fig. 5. Credibility evaluation mechanism incorporating transductive and
inductive methods.
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Fig. 6. Schematic diagram of a sample set expansion and correction. (a) The
initial sample set. (b) The sample set after expansion and correction.

TABLE I
WORKFLOW OF CREDIBILITY EVALUATION MECHANISM

Require: Obtain the initial training set TS0 and construct a
neural network with the approach proposed in Section II.
Step 1. Training the network (or other inductive learning
methods) on TS0;
Step 2. Using the trained network to expand and correct TS0,
and getting TS1;
Step 3. Calculating CI on TS1 according to (11);
Step 4. Incorporating network predictions and obtained CI, and
getting a high-credibility DSR.
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IV. PHYSICAL PROPERTIES AND INTERPRETATION

This section introduces characteristics of DSRs to help
readers understand the physical meaning of the proposed
network design principles and the CI. Rigorous theoretical
derivation and technical details of DSR are studied in [24].
In this section, we introduce only a few important equations
and properties for further physical interpretation.

A. Properties of DSR

Transient energy function methods provide a measurement
criterion for stability of power systems. If system is stable,
potential energy Vd should be greater than kinetic energy V cKE,
i.e., ∆V = Vd − V cKE > 0. In the power injection space, the
relationship between transient energy and distance from the
operating point to the DSR boundary S is described as:{

S = (K · P∂Ω −K · P )/‖K‖
d∆V/dS > 0

(12)

According to the One-Machine Infinite Bus equivalence,
normal vector of DSR boundaries K can be calculated by [24]:

K =
1

MT

[
MA, · · · ,MA︸ ︷︷ ︸

#{B}

,−MB , · · · ,−MB︸ ︷︷ ︸
#{A}

]
(13)

Within the DSR, (12) indicates the operating point farther
from DSR boundaries would be safer. If the operating point
is exactly on the DSR boundary, they have the following
relationship:

K · P∂Ω = Pemax (14)

According to (12)–(14), we further obtain the following
three properties [24]:

Property 1: DSR boundaries consist of a set of hyperplanes,
and different unstable modes correspond to different hyper-
planes.

Property 2: Vector K can be used to quickly calculate
normal vector of DSR boundaries.

Property 3: For a given unstable mode, each level set
of ∆V forms a cluster of hyperplanes parallel to the DSR
boundary, and within the DSR, the farther the operating point
is from DSR boundaries, the safer it is.

B. Physical Interpretation

The DSR boundary described by (14) is a set of hyper-
planes, and K is normal vector of the hyperplane. For a
given grid structure, different K corresponds to different
unstable modes. Thus, if FL channels in Section II are used
to fit decision hyperplanes, they should correspond to unstable
modes one-to-one (Property 1).

Since K and weight of FL channels, wl represents the
normal vector of the DSR boundary and learned decision
boundary, respectively, vectors wl and K should be collinear.
That is, 2nd term of loss function (7) is constructed by geomet-
ric characteristics of DSR boundaries. Besides, approximate
calculation of K is only related to unstable mode and inertia
constant of generators, which ensures K is computable during
generation of training samples, thereby ensuring K can take
part in the training process of the neural network (Property 2).

In calculation of CI, the probability factor of a test sample
Xp is determined based on its neighbors within Θ(p). Accord-
ing to Property 3, ∆V is monotonically decreasing along the
K direction within Θ(p) (As the circles shown in Fig. 7, red
indicates a larger value of ∆V ). Generally, Xp is located in
the center of Θ(p). ∆V of Xp must be greater than zero as
long as samples on both sides of K⊥ satisfy ∆V > 0, i.e., Xp

must be a safe operating point. In other words, using (11) to
calculate CI is not only an aggregation of similar data points
in a mathematical sense, but also approximates the upper and
lower bounds of ∆V of Xp are used for security assessment
in a physical sense (with a certain inevitability).
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K
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DSR boundary
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 (

p
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Fig. 7. Critical clearing time tcc of 3-generator 9-bus system (Fig. 8(a))
in the power injection space of PG2 and PG3. PG2 and PG3 represent the
active power of G2 and G3, respectively. Since tcc can be easily obtained by
simulation, we use tcc of the studied faults to represent the stability margin
∆V . A larger tcc means a larger ∆V .

V. CASE STUDY

In this section, validity of the proposed method is demon-
strated through simulations on both the IEEE 9-bus system
and a 300-bus AC/DC hybrid system. These tests are carried
out on a computer equipped with an Intel Core i7-6700
processor (3.4 GHz) and 16 GB of memory. Simulations are
performed using PSD-BPA power system transient stability
analysis program, which is released by the China Electric
Power Research Institute.

A. IEEE 9-bus System

1) FL Channels and BL Weights
As shown in Fig. 8(a), fault set of interest is (N − 1)

contingency for all transmission lines, and fault duration is
0.1 s. Training samples are obtained by changing power of
generators from 0.15 p.u. to 2.15 p.u. (600 samples in total).
Sample features contain active power, voltage amplitude, and
phase angle, and sample label is determined by maximum
angle deviation, represented by ∆δmax, between any two
generators after a fault [6], [25]. If the studied fault set
contains nf faults, the label of the sample yLabel is determined
by taking logical OR operation of results for each fault, as
shown in (15), where 0 and 1 represent safety and unsafety,
respectively.

TSI =
360◦ − |∆δmax|
360◦ + |∆δmax|
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Fig. 8. Training results of networks with different numbers of FL channels. (a) Schematic of IEEE 9-bus system. (b) Simulation results in the space of PG2

and PG3, i.e., the prepared sample set. (c) Training result of the network with two FL channels. (d) Training result of the network with three FL channels.

yi =

{
0, TSI > 0

1, TSI < 0

yLabel = y1 ∨ y2 ∨ · · · ∨ yi ∨ · · · ∨ ynf (15)

To facilitate visualization, obtained samples in power injec-
tion space PG2 and PG3 are presented in Fig. 8(b), where blue
points indicate safety and yellow one’s unsafety. In Fig. 8(b),
the DSR boundary is approximated to four hyperplanes (i.e.,
l1, l2, l3, and l4). In the upper sample set (with blue back-
ground), 80% and 20% of samples are used as the training
set and validation set, respectively. Samples in the lower
sample set (with purple background) are used as test set, which
ensures test samples are not within distribution of the training
set. The FL and BL of networks are constructed according to
the principles proposed in Section II, and gradient descent is
used for training the network with a learning rate of 0.01.

The relationship between network structure and DSR
boundary is verified by varying number of FL channels. A
typical training result is shown in Fig. 8(c) when FL channel
number is two. The learned decision boundary contains two
obvious surfaces. When FL channel number increases to three,
the learned decision surfaces increase from two to three ac-
cordingly, as shown in Fig. 8(d), which indicates FL channels
correspond to learned surfaces (i.e., hyperplane of the learned
DSR boundary).

During the training process, activation function of the FL is
ReLU, weights of the BL are set to one based on (4) and not
adjustable in the gradient descent process, bias b of the BL is
adjustable, and Th is set to 0.5. After training, values of BL
bias b are recorded in Table II. It can be found b ∈ (−0.5,
0.5) and |b| is close to zero, which is consistent with analysis

in Section II-D: only when outputs of all FL channels are 0
(safety), DSR is obtained or, more precisely, BL performs the
OR operation.
2) Effectiveness of GL

To illustrate effectiveness of GL, we train the two-channel
and three-channel networks 200 times respectively, where each
training process contains 300 epochs, and regularization by
early stopping is adopted. We record number of times when
accuracy of the two networks is above 85% and 90%, respec-

TABLE II
TRAINING RESULTS OF BL BIAS b

Channel numbers Training No.
1 2 3 4 5

2 channels −0.1191 0.0950 −0.1312 0.0437 −0.1815
3 channels 0.0334 0.0056 −0.0619 0.1026 −0.0003
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tively, as shown in Fig. 9. Comparison reveals considering GL
in loss function can significantly improve number of training
successes.

To further illustrate the mechanism of GL on performance
improvement, we split the training process of the two-channel
network. When loss function does not contain GL (i.e. (6)),
a training result is shown in Fig. 10(a), with an accuracy of
95.2% and an F1-score of 0.9079. On this basis, GL is added
to loss function (i.e. (7)), and after another 30 epochs, training
results are shown in Fig. 10(b). It can be found the learned
surfaces l1-learned and l2-learned rotate along the arrow direction,
as shown in Fig. 10(a), and become increasingly parallel to
actual DSR boundary (l1 and l2 in Fig. 8(b)). Meanwhile,
accuracy and F1 scores are improved to 97.92% and 0.9618,
respectively.
3) Demand for Sample Size

To verify demand for training samples, we gradually in-
creased number of samples (10 samples per stage), and
Fig. 11 records average accuracy of 20 training sessions of the
physical mechanism enabled neural network (PMENN) and a
traditional ANN. It can be found PMENN can achieve higher
accuracy with fewer samples, and this advantage is especially
obvious when number of samples is less than 200, which is
mainly due to guidance of DSR’s prior knowledge on training
of the intelligent model.

100 200 300 400
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0.90

0.95

A
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u
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Number of training samples

 PMENN

 Traditional ANN

Fig. 11. Comparison of training effects with different sample sizes.

Changing operating scenario: Scenario 1, inertia of gen-
erator G2 is increased 1.5 times; Scenario 2, line 5∼7 and
line 7∼8 are changed to double-circuit lines. Table III records

TABLE III
COMPARISON OF REQUIRED SAMPLES FOR TRANSFER LEARNING UNDER

DIFFERENT SCENARIOS

Model Scenario 1 Scenario 2
PMENN < 40 < 40
ANN > 90 > 90
FSNN > 150 > 150
CNN > 120 > 150

number of samples required for different intelligent models to
achieve an accuracy of 95% or higher when transferring to
a new scenario, based on 5 trials. Results show that transfer
learning can enable intelligent models to adapt to new scenar-
ios again. However, in terms of number of samples required,
PMENN requires the least number of new samples. This is
mainly because PMENN integrates the physical properties of
DSR, which can provide guidance for training, and the model
has fewer parameters, so it can perform well from fewer
samples. In comparison, structure of the CNN and feature-
separated neural network (FSNN) [26] is more complex and
has more parameters to be optimized, resulting in a noticeable
increase in number of new samples required.
4) Effectiveness of CI

This sub-section verifies effectiveness of the proposed cred-
ibility evaluation mechanism (as shown in Fig. 5). Based on
the trained network with three FL channels in Section V.0.1,
test samples randomly selected in space of PG2 and PG3 are
input to the network for security assessment. Incorporating
network predictions, the CI is calculated by (11) with k =
5. Results are shown in Fig. 12(a), where points in yellow
indicate operating points are more likely to be safety, and
points in dark blue indicate operating points are more likely
to be unsafety. Points in other colors form an untrusted band,
which is usually parallel to the DSR boundary. DSR with k-
order CI not lower than αT is denoted as Ωk−αT, that is,
Ωk−αT = {ypred = 0 ∧ αk ≥ αT}. In Ωk−1, accuracy of
network predictions for safety is described as:

ξ = #{SP-safety ∩ ST-safety}/#{SP-safety} × 100% (16)

where SP-safety is the sample set that network prediction is
safety and αk equals 1, ST-safety is the actual safety sample
set.
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Variation of ξ with k is shown as the black curve in
Fig. 12(b). It can be seen that ξ increases with k. When k = 5,
ξ is equal to 100%. In this case, there is no misclassification
within obtained Ω5−1.

According to Fig. 7, a larger value of k means CI tends
to push the decision boundary away from real DSR boundary
(i.e., keeping a larger security margin). However, a larger k
would cause a decrease in completeness of obtained Ωk−1,
as the blue curve shown in Fig. 12(b). Completeness ζ is the
ratio of Ωk−1 and real DSR, i.e.:

ζ ∝ #{SP-safety ∩ ST-safety}/#{ST-safety} × 100% (17)

Setting an appropriate value of k and density of samples,
completeness ζ can meet engineering requirements.

B. 300-bus AC/DC Hybrid System

300-bus AC/DC hybrid system, provided by China Electric
Power Research Institute (CEPRI) based on actual operating
parameters, is used to verify the proposed method in a large
grid. System includes 93 generators (generation capacity:
26,857 MW), 168 loads (total load: 26,584 MW), and seven
cross-area DC lines, as shown in Fig. 13(a). The PSD-BPA
released by CEPRI is used to generate training samples (4961
samples in total), where total generations and loads fluctuate
within 1000 MW. The fault set contains lines of bus 1A-7∼bus
1A-12, bus 1A-20∼bus 1B-2 (double-circuit line), and bus
1A-21∼bus 1B-3 (double-circuit line) with (N − 1) contin-
gencies, and fault duration is 0.1 s. Sample features contain
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active power and reactive power, voltage amplitude and phase
angle, and active power flow of lines. The neural network is
constructed based on principles proposed in Section II with
ten FL channels. The GL in the loss function (i.e., (7)) is
constructed by weights of Channels 4, 5, and 6.

The constructed network is trained by the gradient descent
method, and then the physical mean of each channel is verified
by sensitivity analysis [27]. Fig. 13(b) shows the prepared
test set in the space of Gen 1B-4 and Gen 1B-6. A batch
of samples is taken from the prepared test set near the three
boundaries (as the heat map in Fig. 13(c-1)). These samples are
roughly divided into three subsets S1, S2, and S3, as shown in
Fig. 13(c-2), which correspond to neighborhoods of l1, l2, and
l3, respectively (Fig. 13(b)). Then, we analyze second-order
sensitivity of each FL channel on the three subsets [27], where
second-order sensitivities of Channels 4, 5, and 6 are as shown
in Fig. 13(d). Results reveal Channels 4, 5, and 6 have highest
sensitivity on S1, S2, and S3, respectively, which indicates
the physical meaning of Channels 4, 5, and 6 corresponds to
surfaces l1, l2, and l3, respectively. That is, design principles
of neural network structures proposed in Section II can reflect
correlation between FL channels and DSR boundaries, which
enhances interpretability of neural networks in power system
security assessment.

Table IV records training results of the neural network when
GL is considered or not in loss function. Training process
is similar to what is described in Section V-A. Table IV
counts number of times network accuracy is above 85% and
90%, respectively. It is found considering GL can significantly
improve training effect.

According to Fig. 5, CI is established by (11) (k is set
as 5). Table V records network accuracy within obtained DSR
when considering CI or not. Results show considering CI can
effectively guarantee network predictions are not misjudged
within Ω5−1. Although completeness of the obtained DSR may
be reduced after considering CI, it can be maintained at around
90% by setting an appropriate value of k.

VI. CONCLUSION

This paper has introduced the concept of incorporating
physics-prior within the neural network framework to achieve
better security assessment for power systems. Through the-

TABLE IV
TRAINING RESULTS OF NETWORK CONSIDERING GL OR NOT IN

300-BUS SYSTEM

Minimum accuracy Not considering GL Considering GL
85% 101 122
90% 52 96

TABLE V
IMPACT OF CI ON THE OBTAINED DSR

Training
No.

Accuracy within the
obtained DSR, (Not
considering CI)

Accuracy within the
obtained DSR,
(Considering CI)

Completeness
of Ω5−1, ζ

1 96.5% 100% 90.54%
2 98.1% 100% 91.93%
3 93.8% 100% 88.52%

oretical analysis and simulation verification, the following
attractive features can be summarized:

1) The neural network can be constructed according to
physical properties of DSR. FL channels correspond to hyper-
plane of DSR boundaries (unstable modes), and then predicted
DSR is obtained by Boolean operations to FL’s decision. For
transmission grids, only one BL is required. This specific
network structure enables us to better understand functions
of networks while maintaining physical plausibility.

2) The proposed neural network design principles enable
geometric characteristics of DSR to be incorporated into
the neural network training process through loss function.
Simulation results verify GL can improve performance of the
neural network.

3) The credibility evaluation mechanism gives a CI for each
network prediction while maintaining physical plausibility of
CI. As we see, credibility evaluation effectively reduces mis-
classifications within obtained DSR to prevent drastic damage
of power systems.

Although the proposed method in this paper focuses on
DSR of transmission grids, there would not be any technical
difficulties in extending this method to smart distribution
grids [28] and integrated energy systems [29], as these systems
have similar properties. Besides, the proposed methods and
considerations in building a neural network with interpretable
structures and credible predictions can provide guidance for
machine intelligence applied in other industrial systems.

APPENDIX A

Reachability distance allows sparse points to be further
away from dense areas, thus making differentiation between
areas of differing densities more pronounced. As shown in
Fig. A1, the yellow area is the dense area (i.e., the neigh-
borhood of p2), and the neighborhood of p1 and p3 are
relatively sparse. When using Euclidean distance, distance
between the two areas of p1 and p2 is D(p1, p2). However,
when using reachability distance (i.e., RD5(p1, p2)), distance
between the two areas is represented by the 5-order nearest
neighbor distance of p1 (i.e., D5(p1)). It is clear that D5(p1)
is larger than D(p1, p2), indicating reachability distance allows
for more separation between regions of differing densities.
Similarly, reachability distance RD5(p2, p3) is D5(p3), and

High-density
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D 5 
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3
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D5 ( p1)
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Fig. A1. Schematic diagram of reachability distance.
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D5(p3) is greater than D(p2, p3), while reachability distance
RD5(p1, p3) is D(p1, p3).
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